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Security Operations Analyst

The Maine Community College System (MCCS) is seeking a full-time Security Operations Analyst. The Security Operations Analyst is
responsible for day-to-day monitoring, detection, investigation, and response to cybersecurity threats across the organization's
environment. This role serves as a frontline defender within the Security Operations function, working closely with managed
detection and response (MDR) partners and internal teams to identify, triage, and remediate security incidents. The ideal candidate
has hands-on experience with modern security tooling, a solid grasp of incident response fundamentals, and a proactive mindset
toward threat hunting and continuous improvement. This position will be on-site and located at one of the MCCS locations.

The Security Operations Analyst position is classified within the MSEA Support Services Unit range 21. Dependent on experience and
qualifications, the position expects to pay in the vicinity of $60,000. MCCS offers a full suite of employee benefits including health,
dental, vision and life insurance, retirement savings, flexible savings accounts, employee assistance program, tuition waivers, 529
education plan MCCS matching grant and paid holidays, vacation, and sick time.

The required minimum qualifications include a bachelor’s degree in information technology or related field and three years of
experience in information technology or related discipline. Years of relevant training and experience may be considered in lieu of
minimum education requirements on a year-for-year basis.

The required knowledge, skills, and abilities include, but not limited to, the following:

e Experience working with Sophos MDR or a comparable managed detection and response service.
e Familiarity with Barracuda security products (email security, WAF, or network/backup solutions).

e Solid understanding of incident response procedures, including containment, eradication, and recovery
phases.

e Demonstrated experience or strong working knowledge of threat hunting techniques and methodologies.

e Working knowledge of common attack techniques, malware behavior, and phishing/social engineering
tactics.

e Familiarity with the MITRE ATT&CK framework.

e  Basic understanding of networking concepts (TCP/IP, DNS, firewalls, VPNs) and Windows/Active Directory/Entra ID
environments.

e Strong analytical, documentation, and communication skills.

e Ability to work effectively under pressure during active security incidents, including some after-hours/on-call availability.

For more information about this opportunity and others, please scan the QR code. To apply, please upload your cover letter, current
resume/CV, including names and contact information for three professional references, and official transcripts when you complete
the online application. Search will remain open until the position is filled.

Thinking about applying?

Research shows that people from historically excluded communities tend to apply to jobs only when they check every box in the posting. If you're
currently reading this and hesitating to apply for that reason, we encourage you to go for it! Let us know how your lived experience and passion set
you apart.

MCCS is an Equal Opportunity employer. We celebrate diversity and are committed to creating an inclusive and non-discriminatory environment for
all employees. We provide reasonable accommodation to qualified individuals with disabilities upon request. For more information, please contact
the MCCS Affirmative Action Office (207)629-4000. TTY Dial Maine Relay 711.
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